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Summary

This document outlines some of the issues associated with Single Sign On (SSO) inan
enterprise environment. Many organizations embark on these efforts without thoroughly
consdering the issues, costs and benefits involved. Thisarticle will help you make an
informed decision about deploying SSO.

The views expressed in this document are those of the author do not represent any officid
IBM postion.

l. Introduction

SO isthe haly grail of many organizations. With SSO, userswill log in onceto an SSO
domain and then are never challenged again while accessing secured resources within
that domain. The Open Group defines SSO as:

a mechanism whereby a single action of user authentication and authorization
can permit a user to access all computers and systems where that user has access
permission, without the need to enter multiple passwords.*

Origindly, SSO was to be achieved by developing dl gpplications and toolsto use a
common security infrastructure with a common format for authentication information,
avoiding the current Situation of heterogeneous security infrastructures. This gpproach
has a number of vauable bendfits:

For end users:

o Only one authentication mechanism to remember. For password-based
authentication, this means only one password to remember and update,
and one set of password rules.

0 A dnglesgn-on for each user into the SSO domain, typicaly once per
day.

For Operations?

0 A sngle common regisry of user information (possibly replicated)

0 A dngle common way to manage user information

0 A gngle common security infrasiructure

Security advantages.

! Taken from the Open Group web site (http://www.opengroup.org/security/topics.htm) from the security
section.

2 This amorphous group is the set of people that run the computer systems in this organization on a day-to-
day basis.
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0 A common secure infrastructure leveraged enterprise-wide, that can be
carefully managed and secured

0 Depending on the security approach, secure delegation of credentidsis
possible. This enables end-to-end security, possibly across application and
system boundaries.

0 Eader to manage and protect common registry

0 Eader to verify user security information and update when necessary
rather than tracking down al operationd systems. Thisis particularly
vauable when users move to new roles with different accesslevels.

o0 Common enterprise-wide password and security policies.

0 Userslesslikey to write down passwords since they only have to
remember one

. The Problem

Creating a common enterprise security infrastructure to replace a heterogeneous
infragtructure is without question the best technical approach. Thisis being attempted
with technologies like the OSF Didtributed Computing Environment (DCE), Kerberos,
and with PKI-based systems, but few, if any, enterprises have actudly achieved this.

Unfortunately, the task of changing al existing applications to use a common security
infragtructure is very difficult. This has been further hampered by the lack of consensus
on acommon security infrastructure. Today we have many proprietary security systems
aswell as several competing security standards and pseudo-standards: Kerberos, DCE,
Microsoft ActiveDirectory and related technologies, PKI, etc. Of course, these
technologies do not interoperate scamlessly. As aresult, these proprietary and standards-
based solutions, while very appropriate, cannot be applied to every system. For example,
until recently,® WebSphere Application Server could not recognize authentication
information from other. Problems like these occur over and over again across an
enterprise as organizations buy products without fully consdering the implications.

lll.  The Proxy-SSO “Solution”

Since moving dl gpplications to asingle security infradtructure is extraordinarily
difficult, many enterprises attempt to cregte the illuson of one for end users by using
SSO products that authenticate to existing legacy systems without user intervention. |
refer to this as proxy-SSO to digtinguish it from “true’ SSO achieved by cregting a
common security infrastructure. These products typicaly use some proprietary
authentication mechanism and then reauthenticate transparently to multiple underlying
systems viathe user interfaces to those systems. Thisinvolves a scripting engine that
drives the interaction with each underlying system’ s authentication chalenge. The
scripting engine Smulates a user logging in, so the underlying systems do not need to be
changed. A proxy-SSO database stores al combinations of user names, passwords, and
systems.

3 WebSphere Application Server 3.5.3 or later supports a feature known as Trusted Associations that allows
its security infrastructure to recognize (via custom coding) credentials from other security systemswhen
provided to Web-based applications.
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IV. The Solution is Difficult, Expensive, and Incomplete

Thetask of configuring a proxy-SSO system for alarge enterprise with numerous

exiding sysems is saggering, as custom scripts must be developed for every possible

user authentication interaction. Just consdering Unix utilities, we have: ftp, telnet, rah,

and rlogin. Add to thisligt the utilities for other operating systems, custom gpplications,
and Web sites, and the number is enormous. In addition, once the scripts are created, they
must be maintained. As the underlying systems change their interfaces, the scripts require
changes. This results in an ongoing maintenance codt that is rarely considered. The
scripting aso hides the “front-door” to gpplications from the end users and thus might
bypass important information on the login page such as security warnings.

A centra proxy-SSO database of username and password mappings must be aso be
crested and maintained. This database must follow dl password rulesfor al enterprise
systems. It must be updated whenever underlying passwords are changed, or it must be
the only system that changes passwords (creating yet another scripting task for each
enterprise system). This doesn’t even address systems that use other authentication
mechanisms such as certificates, chalenge-response, Securel D cards, etc.

Hereisasummary of the costs of proxy-SSO:
Initid costs
0 Product purchase
0 Cugomization of product for exiging systems. This usudly involves
cregting custom scriptsto drive the legacy systems. Thisisalarge work
effort.
0 Loading exiging user information into the proxy-SSO solution and
deploying to users.
Ongoing costs
0 Theusud software upgrade costs
0 Ancther regigry to maintain. This sysem must be highly available.
0 Password management by users. When passwords expire in the various
legacy systems, users must update the legacy system and the SSO system.
Since users are no longer familiar with the login procedure for the legacy
systems, they may not even know their passwords®. This may makeit
impossible for users to change their own passwords without assistance.
0 Script maintenance. Asthe legacy system user interfaces change, the
scripts have to change. A significant work effort.

Many of these costs can be controlled by carefully designing the underlying gpplications
to work with a script-based proxy-SSO solution, but thislargely negates the main
advantage of these proxy-SSO solutions: no need to modify legacy systems.

* This can be alleviated by two approaches: 1) the proxy -SSO product can change passwords automatically
although this will require still more scripting and a more complex product that understands the password
rules for each underlying system, can detect when passwords are no longer valid, and can scriptthe
changing of passwords; 2) the proxied systems can move to fixed, never changing passwords. This 2™
approach isonly feasible if the proxy isthe only way to access the existing systems. Ensuring that raises a
set of issues that are beyond the scope of thisarticle.
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On the benefit Side, the proxy-SSO solution saves users the trouble of typing in their user
name and password to severa different systems severd times per day and remembering
al of these username and password combinations. While thisis certainly anissue, it is
not clear how much rea benefit this provides to the organization. The most troublesome
agpect of multiple authentication systemsiis probably remembering the number of
passwords, not the actual authentication effort. This point will be revisited later. Of
course, in high-cost situations, such as cdl centers, these benefits are sgnificant and can
probably justify the cost of a SSO solution. In other, more routine environments, the
benefit isfar less clear.

From a security pergpective, the results are mixed. The enterprise il has multiple
incompatible security infrastructures and now has one more security product and one
more user registry (another point of attack). On the positive Sde, if the proxy-SSO
solution can manage the changing of user passwordsin dl legaecy systems transparently,
then users will no longer have difficulty remembering passwords and will no longer write
them down.

In summary, proxy-SSO solutions provide limited benefit to end users, do not address
most of the operational and security costs of a heterogeneous security infrastructure, and
introduce new operational cogts.

V. The Web

Recently, effortsto achieve full SSO have largely died out. A newer form of limited SSO
is becoming popular: Web-based SSO, in which products authenticate users usng some
mechanism and then create credentials that can be used by downstream Web applications
for authorizatior?. Unfortunately, as in the non-Web space, changing dl existing Web
systemsis difficult. Thus, people are again embarking on proxy®- SSO solutions for the
Web. Thisis consdered smpler because Web gpplications have just one interface: the
Web browser. However, while a single user interface smplifies the problem, it does not
mean that al Web applications authenticate the same way. There are many different ways
of asking a user to authenticate. Even in asimple Web based application, the proxy-SSO
scripting engine must be able to traverse an arbitrary Web application and enter input just
asif the user had done so. This problem, while significantly smpler than enterprise
proxy-SSO is ill difficult.

To script aWeb interaction around a password-based authentication system, the
following issues must be consdered:
- Theinitid request to the target site must be rerouted to the proxy-SSO server that
will then retarget the request gppropriately.
Basic authentication istrivid because the chdlenge protocol iswell-defined and
easy to intercept.

® IBM’s SecureWay Policy Director isan example of aproduct that does provides Web-based SSO,
although Policy Director provides far more than just that.
® In this context the word proxy has nothing to do with aWeb proxy server.
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Form-based authentication presents the following unique problems

0 Thelogin page must be loaded and parsed in order to extract the hidden
fields and find the action and target serviet

o0 Formsmay ask additiona questions beyond user name and password

0 There may be more than one action on the form

0 Sitesmay use eaborate JavaScript to challenge the user and/or encrypt the
user’ s authentication information before sending it back to the server.

0 Browsersare notorioudy lenient in their presentation of illegal HTML.
The proxy-SSO solution needs to work with illegal but displayable HTML
to avoid forcing changes to exiging Sites.

Traverang aWeb ste to Smulate a user login interaction requires addressing
these issues:

0 Some stes present informative messages to users before the login process
starts. Bypassing these messages, particularly if they are security
warnings, is problematic.

0 Cookies sent before the post-1ogin welcome page of the target gpplication
must be preserved.

0 Sitesthat detect the browser type and make decisions before or during the
login process must be handled. This information must be passed through
from the browser by the proxy-SSO solution.

0 Sitesmay create dynamic URL strings during and before the login process
with encoded informetion in the URL (for example,
http://www.abc.com/index.html ?session=12345).

0 Sitesmay pop up additionad browser windows during the login process
Proxy server (in the Web proxy server sense) solutions must address these
additiona issues:

0 URLsembedded in the responses must be rewritten to point to the proxy.
Embedded URL s may be absolute (for example,
http://mwww.abc.com/app/page.html), server root relative (for example,
lapp/page.html), or page relaive (for example, page.html).

0 URLsembedded in JavaScript must be rewritten. For some systems, this
may beimpossbleif the URLs are computed on the client. Even if not,
this requires parsing the entire response stream looking for particular
characters. Thiswill affect performance.

0 Cookies sent back by the ste must have the domain and path vaues
rewritten to point to the proxy so the browser will not discard them.

0 Multiple stes, when combined under asingle proxy, may reference
resources that conflict with each other. URLSs and cookie names may no
longer be unique.

Some applications that appear to be Web applications are sufficiently complex that they
areredly full-fledged applications. Many Web gpplications use plug-ins, extensive
JavaScript, and Java applets to create afuller user experience. These types of applications
may not be addressable via the techniques described above.
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Web gpplication user interfaces change rapidly and thiswill affect scripts that depend on
the exigting interface. While the Web solution smplifies the dient interaction problems,
itishardly trivid. Findly, the other operationd issues (including heterogeneous
infrastructure, multiple, registries, and password maintenance) associated with a proxy-
SSO solution remain.

VI. An Alternative Approach

WEe ve discussed the weaknesses of the proxy-SSO approaches. Now it istimeto try to
determine an gpproach with as many of the benefits of “true’” SSO as possible without
new operationd problems.

Looking back at the benefits of SSO from section |, we can see that most of the benefits
derive from the Sngle registry. Hereisthe list again, thistime with items highlighted in
bold that are the direct result of a common regidtry:

For end users:

0 Only one authentication mechanism to remember. For passwor d-based
authentication, this means only one password to remember and
update, and one set of password rules.

0 A dnglesgn-on for each user into the SSO domain, typicaly once per
day.

For Operations:

0 A singlecommon registry of user information (possibly replicated)

0 A singlecommon way to manage user information

0 A sngle common security infragiructure

Security advantages.

0 A common secure infrastructure leveraged enterprise wide that can be
carefully managed and secured

o0 Depending on the security approach, secure delegation of credentidsis
possible. This enablse end-to-end security, possibly across gpplication and
system boundaries.

o0 Easer to manage and protect common registry

o0 Easer toverify user security information and update when necessary
rather than tracking down all operational systems. Thisis
particularly valuable when users moveto newroles with different
access levels.

o Common enterprise-wide password and security policies.

0 Userslesslikely towrite down passwords since they only haveto
remember one

From a business perspective, the itemsin bold are the ones with the grestest benefit.
While a complete solution is most desirable, this comes remarkably close. While end
users get most of the benefits of SSO with a single registry, an organizeation can dso

sgnificantly reduce the cost of registry maintenance smply by consolidating to sngle
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registry. End users must authenticate multiple times per day using the same username and
password, which, while irritating, is not a significant cost.”

It's worth nothing that a proxy- SSO solution can be built on top of a common registry
solution. Thiswill gregtly amplify the proxy- SSO problem and result in a better overal
infrastructure. However, it is not clear if thisis worth the additional cost given the limited
benefit.

Of course, there is no panacea. Using acommon registry requiresthat al exising
gpplications be migrated to use this new registry and that some organization must manage
this critical business system. While not trivid, this cost will be leveraged across
numerous gpplications that no longer have to manage a user regidiry.

The best registry to choose is one that supports Lightweight Directory Access Protocol
(LDAP). There are anumber of LDAP server products? and most security and
middleware products that support secure access can use an LDAP directory for
authentication. Once an enterprise embarks on this effort, they may find that many
goplications can switch eadly to LDAP smply by reconfiguring the middieware that they
use. For example, Netscape Enterprise Server, Apache, IBM HTTP Server, AlX, Solaris,
and WebSphere Application Server dready support LDAP out of the box. Additionaly,
Microsoft ActiveDirectory can provide LDAP services to other clients.

How to select an LDAP directory product is beyond the scope of this article. Aswith any
enterprise product, you should examine vendor support, scaability, performance,
replication, fault tolerance, extengbility, security, tools, and features. In particular,
consider password management features, such as account lockout and strength rules.
These are not part of the LDAP standard, so they will be vendor-specific.

For applications that use custom security registries,® change will be required. Fortunately,
LDAP APIs are available for many programming languages, including C/C++, Java, and
Perl. The APIs are quite Smple so converson of exiging applicationsis feasble. While it
isnot redigtic convert dl exigting gpplications, it is reasonable to expect new applications
to use acommon registry. Additionaly, most PKI-based systems require aregistry for
user information, and LDAP iswiddy supported. Since many organizations are moving
toward PK1 anyway, this can be viewed as a stepping-stone toward a full PKI-based
security infrastructure. Existing applications can be converted to use the LDAP registry
as appropriate based on cost and benefit. Over time, thiswill greatly improve the
gtuation without introducing alarge and complex system that requires ongoing

mai ntenance without significantly improving the Situation. For those consdering an SSO
solution now isthe time to act. With each passing day, more and more incompetible
systemns are being deployed in your enterprise.

" Asbefore, in certain situations, such as call center applications, the cost of signing in repeatedly is
significant.

8 |BM bundles our SecureWay L DAP Directory with many of our products, including WAS.

® This alone should raise concerns. If an application team devel ops the registry, how does the enterprise
security team know that the registry iswell designed and well managed?
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VIl. Conclusion

The paper has discussed the costs and benefits of two approaches to SSO: a homogenous
infragtructure and proxy-SSO. A practica dternative to SSO involving a common

registry has aso been discussed. The “true’” SSO gpproach viaa homogenous
infrastructure and the alternative common registry approach are superior to the proxy-
SSO agpproach in most situations.

Y ou should now more fully understand the issues, costs, and benefits surrounding SSO
solutions. Anayzing the costs and benefits for your own organization requires careful
andysis and experimentation by highly skilled people. Should you then decide to go
forward with a proxy-SSO solution, you will at least understand the task that lies before
you.

VIll. To Learn More

Below isaligt of SSO products (“true” SSO and proxy-SSO) as well as some other views
on SSO.
- AnlInfoWorld article that dlamsthat proxy-SSO isjust great:
http://mwww.infoworl d.com/articles/'es’xml/00/10/02/001002esnsso.xml
Open Group security Web site includes discussions of SSO:
http://www.opengroup.org/security/topics.htm
IBM Policy Director, a product that supports SSO and a variety of other security
features: http:/Amww.tivoli.com/products/index/secureway policy dir/index.html.

Additiond Information:

- Reader unfamiliar with the terminology in this paper may wish to reed Enterprise
Application Security, by Keys Botzum — http://mww.pittsburgh.ibm.com/~keys. It
isin the documents section.

Understanding and Deploying LDAP Directory Services, Howes, Smith, and
Good, Macmillan Technica Publishing, ISBN 1-57870-070-1.

The HTTP Cookie specification, RFC #2965, available at http://www.ietf.org.

IBM SecureWay LDAP Directory: http://www.ibm.com/software/network/directory/
Iplanet LDAP Directory: http://www.iplanet.com/products/iplanet_directory

Understanding LDAP (SG24-4986-00), IBM Corporation, International Technical Support
Organization http://www.redbooks.ibm.com
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