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1. Introduction

This document outlines some basic issues rel ated to securing enterprise applications in away that leverages
corporate resources across independent applications. The proposed techniques can lead to substantial efficiencies
and improvementsin overall security.

The motivation for thiswhite paper is the securing of enterprise applications consisting of alarge number of
applications used in the same organization or company that share acommon infrastructure. Sharing infrastructure
has the potential to improve interoperability of applications, reduce costs, simplify user management, and improve
overall system security.

The first section of this paper discusses a simple model of securing a distributed application in order to make some
basic points. Then, the following few sections provide introductory material on Lightweight Directory Access
Protocol (LDAP) and Public-Key Infrastructure (PKI) technologies. The use of these technologiesin apractical
security infrastructure is then discussed in sections 6 through 8. Beginning with section 9, afew important security
topics are discussed: secure delegation, the use of passwords, and policy-based security tools. After the conclusion,
the Appendices provide substantial supporting examples.

This document strongly advocates the use of the LDAPin conjunction with certificates as part of a Public-Key
Infrastructure. Such an infrastructure is commercially based, widely supported, likely to succeed, and most
importantly of all, practical. Simply providing certificates for authentication is not sufficient when one considers the
real problem that isto be solved: securing applications and providing appropriate accesscontrols to those
applications.

Lastly, this paper is not intended to provide the reader with a compl ete understanding of any of the issues discussed.

The problem of securing applicationsis large and complex. Interested readers should pursue the materialslisted in
the Reference section.

2. Security Model for a distributed application

This diagram seems laughably simple, but in fact, al distributed systems eventually break down into something like
this. Two parties are communicating with each other. One party, the client, initiates the communication to the

second party, the server. Although deceptively simple, the security implications of a distributed environment are not
so simple. In order to secure this simple application, several things must be done:

1. There must be secure transport between the client and the server. The role of the secure transport depends on the
application needs. Its requirements may include passing security tokens, protecting data from modification
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(secure checksums), and data privacy (encryption). This document does not discuss the issues of secure
transport.

2. Theserver must identify itself to the client.

3. Theclient checksthat the server is some expected identity. For example, Web browsers ensure that the Web
server isactually using an identity consistent with its DNS name.

4. Theclient must identify itself to the server. Typically, but not always, the client is acting on behalf of some
human.

5. Theserver must take the identification information and validates it using some trusted technique.

6. The server must then use the client’s known identity to obtain authorization information for the client from
someregistry. In essence, the server must learn what the client can do.

7. The server must enforce accessto its resources based on the client’ s authorization information. The server will
authorize the client as appropriate.

After asecure session is established, future client requests often execute only the last step as other informationis
cached.

These steps can also be viewed as two fundamental steps that are broken down into sub-steps. First, authentication
consists of two steps: identification and validation. After authentication, comes the authorization step consisting of
two steps: security lookup & rule enforcement. In more detail :

= Authentication (correspondsto steps 2 through 5)
= |dentification — one participant provides to the other some form of identification. Thisis some secret that
the receiver can validate. Most commonly, it isapassword or a PK| exchange.
= Validation —the receiver takes the identification information and verifiesit.
=  Authorization (correspondsto 6 and 7)
= Security Lookup —the receiver of arequest uses the known identity of the caller to determine what access
rightsthe caller possesses. Most commonly, the access rights are represented as a set of groups obtained
from afile or enterprise directory such asan LDAP directory.
=  Rule Enforcement — the receiver usesthe caller’ s access rights and compares them against some set of rules
to determineif access should be allowed or denied based on the action requested. Most commonly, the rule
isrepresented as an Access Control List (ACL). These rules are usually stored locally with the data they
protect or in some application specific way. Rules can also be externalized via policy management tools.

This scenario does not address the issue of multi-tier authentication. When authentication spanstiers, the server
must contact a second server (perhaps a database) on behalf of the client. The middle server may want to use
delegation to send the client’ scredential s to the next server, thus allowing the next server to know the true client
identity. In general, delegation is very difficult to implement and requires substantial infrastructure support.
Additionally, it must be done outside of the usual basic public-key paradigm. WebSphere Application Server
supports secure delegation using a proprietary mechanism. For amore detailed discussion of delegation, see the later
Delegation section.

Now that we have outlined some of the basic issuesin ageneric way, the remainder of this paper will go into more
detail about currently available and widely supported standards for implementing enterprise security. Today, the
most promising technologies for securing enterprise applications are LDAP and public-key certificates.

3. Basics of LDAP

The Lightweight Directory Access Protocol (LDAP) isthe preferred access method for accessing directories. A
directory is nothing more than arepository of searchable information. In many ways adirectory islike a database,
but optimized for different purposes. queries far outnumber modifies, simple access methods, loosely coupled wide-
areareplication. LDAP isaset of standards for accessing adirectory. LDAP is based on the X.500 DAP protocol
and was originally intended to simplify it (mostly by not requiring OSI protocol suite). Additionally, LDAP

! Throughout this document WebSphere Application Server refers to WebSphere Application Server Standard and
Advanced Editions, versions 3.0.2 and 3.5. Enterprise Edition is based on different technologies and is not covered
here.
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specifies only the client view of adirectory. Server to server communication is not specified (asthey arein the
X.500 suite). Thus, an “LDAP directory” isreally something that can be accessed using the LDAP client protocols.

The implementation back-end might be a database (as with IBM’s SecuréWay LDAP Directory), an X.500
directory, or something else entirely.

3.1. Directory Basics

The LDAP directory stores entries that are composed of attributes. Attributes have an associated type and some
number of values.

attribute

[ v |
Caned Gt

An entry isidentified by a Distinguished Name (DN). A DN is a sequence of attribute-value pairs called Relative
DNs. Consider this example:

uid=kbotzum, o=ibm.com, c=us

Theentire string isthe DN for a particular entry (DNs are unique). The DN is composed of three RDNswhich are
themselves attribute-value pairs. In this case, there are three attribute types: uid, o, and c, which are user-id,
organization id, and country, respectively. The entry itself most likely consists of some additional attributes. For
instance:

cn=Keys Botzum

telephoneNumber=555-1212

userPass=secret

objectClass=ePerson

objectClass=inetOrgPerson

Thefirst three entries are fairly obvious attributes (CN means Common Name) and values. The last two items
specify the class of the entry. Thus, entries have types as well. Common types are defined as part of the LDAP
standard and can be used by multiple vendors. A class defines the set of attributes associated with an entry.

Although it may not be obvious, the DN structure implies a hierarchical directory structure. For example, | might

chooseto create a structure for a department in acompany with abase DN of the form ou=deptX X ,0=companyYY
(ou means organizational unit). In some sense, they are “under” that directory. Graphically:
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o=companyYY

ou=deptXX

ou=deptAA

dn=uid=}}23,ou=deptXX,0=companyYY

uid=abc345

dn=uid=abc345,ou=deptAA,o=companyYY

uid=abc123 .
dn=uid=abc123,ou=deptXX,o=companyYY

3.2. Queries

An LDAP directory is searchable using awell-specified search string syntax . For details, look in the references
given at the end of this document. Rather than an explanation of the syntax, here are afew handy search examples:
- (&(ui d=keys) (obj ect cl ass=i net Or gPer son) ) — search for people with auserid of keys.
Literally, this says search for all entriesthat are of typei net Or gPer son and contain the uid of keys.
Under normal conditions, this should return exactly one or zero matches since a uid should be unique.
(& cn=managers) (| (obj ect cl ass=gr oupOf Nanes) (obj ect cl ass=gr oupOf Uni queNa
mes) ) ) —findall groupswith thenamenmanager s. InLDAP, groups are normally represented as the
object classesgr oupCOf Names or gr oupCOf Uni queNanes.

3.3. Extensibility

Extensibility is not covered here, but you should know that the LDAP directory schemais extensible. Additional
object classes and attributes can be defined. Arbitrary attributes can be attached to existing objects. The key point
hereisthat LDAP and LDAP directories have the ability to store far more than just security information. What you
chooseto store will depend on your organization’s needs. However, that extensibility also has adownside. It may be
tempting to view your organization as somehow unique and attempt to define security attributesin LDAP that are
unique to your organization. Thisis not a useful exercise in most cases. Commercially based products support and
understand the standard L DAP security attributes. Adding arbitrary extensionsislikely to reduce the value of
commercial products and increase your own Costs.

3.4. Authentication and Access Control

In addition to verifying user’ s passwords for the use by other systems (like aWeb server), when aclient binds to
LDAP, theclient isidentifying itself to the directory. Most directories support multiple ways of authenticating to the
directory. The most common way is usingldap_bind in conjunction with a username and password.

Usually, LDAP directories allow anonymous queries of most information. However, it is possible to control access
to information in your LDAP directory by specifying ACLs on the directory tree. These ACLsrestrict what clients
can access. Thismakes it possible to store sensitive information in the LDAP directory. Then only authenticated
clients with appropriate access rights can successfully query the data.

How access control is managed is vendor specific. You'll need to consult your vendor’ s documentation. IBM’s

SecureWay L DAP supports extensive access controls on individual entries or entire parts of the directory tree
(ACLsareinherited).
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In addition to basic access control, many LDAP accessible directories support automatic filtering of data based on
the security rights of the requester. The directory can require that servers authenticate to it before returning sensitive
information. Further, the directory can silently drop information that the caller doesnot have the right to know. For
example, when asked what security groups the user isa member of, the directory returns only the groups that the
caller has theright to know exist’. This feature is akey element of compartmentalized security. I this type of

security isimportant to your organization, includeit in your LDAP vendor evaluation criteria.

3.5. LDAP and Password Storage

For an LDAP directory to support password-based authentication using Idap_bind, the directory must store user
passwords much like most operating system registries do today. Thisis not a problem with standard LDAP schemas
as the schemaincludes an attribute known as userPass for precisely this reason. Each vendor provides various ways
of protecting passwords. For example, IBM’s SecureWay LDAP directory can store the password encrypted using a
reversible or non-reversible algorithn®. Further, since passwords are considered sensitive, only highly privileged
users can even see the password information. This builds on the ACL support discussed earlier.

3.6. Avoid Reflecting Transient Organizational Structure

When creating an LDAP directory structure, it isvery tempting to create a structure that reflects your current
organizational structure. Thisresultsin deep trees with directory nodes near the top reflecting current departmentsin
your organization. Y ou should avoid this and keep the trees shallow. Do not reflect organizational structurein the
tree. Otherwise, the usual frequent corporate reorganizations will require changing users' DNs. Thisis not desirable
since all existing systems that depend on those DN, including certificates issued by an internal certificate authority,
will no longer bevalid.

3.7. DN Uniqueness

Remember that the DNs need to be unique. New directory administrators often use common names (CN) as part of
the DNs. Thisis not agood choice as common names are not unique. Y ou may find it best to put the uid in the DN
and then ensure that uids are unique. For example, my DN might be “ c=us,o=ibm,uid=kbotzum.” My record would
containaCN of “KeysBotzum”, but that is not part of the DN. This pattern also encourages shallow directory trees
as recommended earlier.

4. Basics of Certificates and Certificate Authorities

4.1. Selected information about X.509 v3 Certificates

X.509 V3 certificates can contain avariety of information as specified in the relevant standards (see Reference
section). The two fieldsof interest for our purposes are:

Subject - the name of the entity being identified

I ssuer— the name of the CA that issued this certificate

Additionally, it isimportant to realize that certificate names (the subject and issuer) typically follow the X.500
naming standard. Thisis convenient as LDAP also follows this standard. Thus, there is a well-defined mapping from
acertificateto an LDAP entry aslong asthe CA and LDAP infrastructures are designed to work together.

2 |BM’s SecureWay LDAP V3.1.1 directory exhibits this behavior when certain groups are marked more sensitive
than others. A review of the documentation of several competitive products indicates that they also support this
functionality.

3 A non-reversible password encryption algorithm is like the Unix crypt algorithm. A password encrypted this way
cannot be decrypted. Instead, user’ s passwords are verified by encrypting the input password and comparing it with
the stored value. The advantage is that, password compromise is more difficult.
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4.2. Quick overview of a Certificate creation, authentication, and
management

InaPKI environment, a Certificate Authority (CA) issues clients certificates. A CA isatrusted set of servicesthat

use public-key encryption to issue and sign certificates. The basic parts and actorsin thisare;

=  Public-key — public part of public and private key pair.

= Private-key — private part of public and private key pair.

= Certificate—adigitally signed piece of information that “proves” identity. A CA signsauser’s public-key with
additional information, creating a Certificate. Because a CA signsit, the CA isverifying that the Certificateis
for the user claimed.

= Certificate requester — something that needs a certificate. Typically, thisisaperson or service that needs away
to prove an identity. Thisinformation will be placed into the Subject field of the certificate.

= Certificate Authority (CA) — atrusted system that issues certificates. Thisinformation will be placed into the
Issuer field of the certificate.

= Registration Authority (RA) —typically part of a CA system. This piece accepts requests for certificates and
validates the information. Thisinformation isthen passed to the CA.

= Certificate Revocation List (CRL) —alist of certificatesthat areinvalid. The CA periodically issuesthislist. The
list may be stored in an LDAP accessible directory or stored somewhere else. Servers either usethe LDAP
directory, or obtain the CRL viaother means.

= Key Database —thisisafile used by aclient or a server and contains information needed to validate and create
PKI based connections. At a minimum, the server key database must contain the server’ sprivate-key and the
server’ s certificate signed by some CA. If client certificate authentication is being used, the server key database
must also contain the certificate from the CA that is used by clients. The client key database must contain the
certificate for atrusted CA (the one that signed the server’s certificate) and may also contain the client’s
private-key and certificate.

= Smart-Card — A smart-card is adevice that stores and protects a user’s private-key and certificate. In order to
authenticate using public-key technology, the client system accesses the user’' s smart-card viaa smart-card
reader and obtains the certificate and possibly the private-key. Most smart-cards are tamper resistant and are
protected by some access password. By using a physically separate device, the user’ sprivate-key is carefully
protected. Thisisimportant, as private-key compromiseis quite serious.

The public and private key pair creation is based on various algorithms that have resulted from cryptographic
research. The basic point isthat the public-key can be provided and published freely. Thisisin contrast to shared-
secret based cryptography where there is only one key that cannot be compromised.

The private-key is held as a secret by the owner and cannot be revealed to anyone. To maximize security, it is
desirable to store the private-key on a smart-card. Compromise of aprivate-key isavery serious matter. At a
minimum, certificates based on that key must be revoked.

5. Overview of Enabling use of Certificates for Security

In order to use public-key based authentication there are some necessary items that must be configured in advance.
The exact details are product specific, but the concepts are the same. Loosely, one must select a certificate authority
(possibly one managed internally), configure the server with its own certificate for identification, configure the

server with aCA’ s certificate, configure clients with the CA’ s certificate, and provision clients (or really individual
users) with their own certificates. Much of thisis beyond the scope of this document, but the steps below give a brief
outline of what must be done from the server’ s perspective.

1. Determinewhat certificate authority you will use for issuing the server’s certificate. Y ou can choose from:
1) A well-known public CA (such as Verisign). Thisoption istypically used for public Web sites, but is also
appropriate for organizations that do not wishto run aCA.
2) Aninternal CA trusted by your users. Thisoption istypically chosen for internal systems that will not be
access by the public.
3) A self-signed certificate. This option isonly appropriate for prototyping.

2. Create acertificate database using your server’s key management tool.
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3. Using atool specific to your server, obtain and then import the certificate for the trusted CA. If you are using a
public well known CA, it is possible that this has already been done.

4. Generate your private and public key pair. With some CA’s you cannot create your own private-key. In that
case, the CA creates the private and public key pair and provides them to you via some secure mechanism.

5. Create acertificate request for your new server. Y ou will most likely be prompted for some basic information:
server’scountry ( C), state, organization (O), organizational unit (OU), and common name (CN). If you are
uncertain what to specify, contact your CA administrator for details. The naming conventions are often
important. Itislikely that agiven CA can only issue certificates with certain valuesfor c, o, and ou.

6. Send the certificate request to the CA. Often just asimpletext fileis emailed. It isalso possible that steps 3-6
are done together by your tool.

7. Wait for the CA to respond with a certificate. Depending on the type of certificate requested and security
concerns, you may be asked to provide additional proof of your identity. Remember that the CA signed
certificate isthe CA’ s voucher for your identity.

8. Using the server tool, import the certificate into your key database. This certificate is essentially your public-
key and some additional information that has been digitally signed by the CA using itsprivate-key.

At this point, the certificate database contains the CA certificate and the server’ sprivate-key and certificate. The
server will useits own private-key to proveitsidentity to clients. It usesthe CA’s certificate to verify theidentity of
clientsthat aretrying to prove their identity.

6. A More Detailed Look

We now return to the original generalized discussion from earlier in order to provide a more concrete mapping using
the real world technologies just discussed. The following diagram shows steps 2 through 7 from earlier mapped to
the two most common cases: certificate-based authentication of serversin conjunction with password or certificate
authentication for clients. The diagram is conceptual rather than precisely accurate. Dashed arrows refer to events
that occur once before normal operationsbegin. A detailed description follows the diagram.

Note: Step 1 is skipped, becauseit is not directly relevant to thisdiscussion. In atypical system, SSL might be used
to establish the secure tunnel. Web servers and WebSphere Application Server use SSL for this purpose.

3
2 -CA cert
- .
. - server private key
Client
4 Server | server cert

- user cert " It 7

>
»
-CAcert . Y U
- user privatekey 6

SR » RI1 R2

-CRL -user registry
Diagram Discussion:

This section describes the diagram in more detail, focusing on password and certificate authentication.

Common to Both (recall that server authenticatesvia a certificatein both cases):
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= Instep 2, the server presentsto the client itsidentification information. In atypical environment using SSL, this
isthe server’s public-key certificate. This step actually occurs as part of the establishment of the SSL session,
but it islogically separate.

= Instep 3, theclient verifiesthe server’ sidentity by validati ng the server certificate and the server’ s proof of
possession of the private-key that corresponds to certificate™. The certificate is validated using the CA certificate
possessed by the client.

Certificate authentication for clients (alsoreferred to as public-key authentication)

= Instep 4, theclient presentsto the server its public-key certificate and proof of possession of the corresponding
private-key.

= Instep5, the server verifiesthe user’ s certificate. First, it must ensure that the client really possesses the
private-key. Having done this, the server ensures that the certificate is still valid. It can check a Certificate
Revocation List (CRL). Logically, thislist isstored ext ernally in aregistry. The original source of the CRL is
the CA.. In practice, the CRL may be stored locally and updated periodically, or it may be stored in an LDAP
accessible directory.

Password Authentication (often referred to as basic-authentication)

= Instep4, the client presents to the server its user name and password

= Instep 5, the server verifies the user’ s name and password against some registry (R1). This could be alocal
password file, but in an enterprise environment, the registry is maintained centrally and is thus external. The
most common registry for this purposeisan LDAP accessible directory. The LDAP directory will validate the
username and password by verifying it against information stored in the directory.

Common to Both:

=  Now that the user’ sidentity is known, the server searches the registry (R2) for authorization information in step
6. Typically, the server searches an LDAP accessible directory for amatching username if using password
authentication, or amatching X.500 Distinguished Name (DN) taken from the client certificate. Typically, the
registry will return alist of groups that specify the client’ s access privileges. It isworth noting that the registry
could return other information that was more specialized if needed by the server.

= Atthispoint, all of the basic authentication steps have been completed. Each user request (including the first)
goes through step 6 to authorize the client’ s access based on its authorization information.

=  Step 7istypicaly performed internally by servers since they know best how to secure their domain. Thus, Web
servers secure Web pages, Java Application servers secure servlets and EJBs, and databases secure tables, rows,
and other database specific items. It is possible to externalize the authorization decision by using an external
authorization service such as IBM’ s SecureWay Policy Director. However, this paper is attempting to focus on
commonly available techniques. External authorization is still anew technique that is not widely used, although
it shows great promise.

Comments:

= Thetwo registries (R1 and R2) will typically be one directory, but they could theoretically be separate.

= Thedashed lines from the CA areintended to indicate communication that occurs before the start of this

scenario:

= TheCA providesto the client the CA certificate and the certificate of the client. Thisistypically done
manually.

= The CA providesto the server the CA certificate and the certificate of the server. Thisistypically done
manually.

= The CA providesto theregistry the CRL. It is desirable that this be automated since the list changes. This
area of technology is still evolving and isimmature.

=  Thisaspect of public-key systemsisone of the strengths of public-key technology. The CA does not have
to be continuously available sinceit is not involved in the runtime authentication process.

It isworth noting that in the certificate case, the client must have had access to the private-key. The private-key must
be stored securely and should only be accessible to the appropriate user. For the greatest security, thisrequiresthe

“ Essentially, each party provesit possesses the private-key corresponding to its certificate by exchanging with the
other information that is encrypted using public-key technology. Since the keys are asymmetric, communication is
impossible unless the party being identified has itsprivate-key. For example, in order for the server to proveitsown
identity, it sendsto the client its certificate. The client verifiesthe certificate and then sendsto the server a piece of
information encrypted using the server’s public-key. Only a party that possesses the server’s private-key will be able
to decrypt the information.
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use of smart-cards. Because these are currently not very common, deployment of public-key based client
authentication is not as easy asit may seem.

7. Proposed Operational Model

Now that we have discussed the basic details of the two most common forms of securing applications, itistimeto
propose an operational model that shows the infrastructure necessary to make this possible. As before, thismodel is
intended to provide conceptual guidance and is not intended to imply a specific physical implementation.

The motivation for this proposal is the securing of enterprise applications consisting of alarge number of
applications used in the same organization or company that share acommon infrastructure. Sharing infrastructure
has the potential to improve interoperability of applications, reduce costs, simplify user management, and improve
overall system security. Of course, like any infrastructure effort, some personnel must deploy and manage this
central infrastructure.

An LDAP accessible directory is advocated for two simple reasons: it is sufficient for most needs, and it iswidely
supported by commercial vendors. LDAP access protocols and client APIs are well specified and supported by many
vendors. Most importantly, the specification provides strong vendor interoperability for client access. For example,
while working on this paper, the author used the IBM HTTP Server to secure Web pages using information provided
by a X.500 directory supporting LDAP V2. The directory is not listed as being supported by IBM, but works

without trouble since the LDAP standard is well supported and both products follow it. According to product
literature IBM’s WebSphere Application Server, Oracle, IBM HTTP Server, AlX, Compag Unix, BEA WebL ogic,
Netscape, many Certificate Authority vendors (including IBM’s First Secure), the PKIX standard, and others
embrace LDAP. Of course, LDAPisnot nirvana, but it isawidely supported solution to acommon problem: central
control and access to corporate security and user data.

Below is a diagram showing the proposed operational model. The model incorporates what isintended to be a PKI
infrastructure. Many consider an LDAP directory acrucial part of aPKI. Additionally, the LDAP directory can
provide servicesto non-PK| applications with little extra effort.

PKI enabled
Cert application, database,
P
PK|-enabled Web server, etc.
Client
L
Cert \\CRL \\CA Ca.t
g .
| DNinfo ~~5e-. S AN :
LDAP Certificates | certificate
: Directory Authority !
! CRL !
' INFRASTRUCTURE :
Non-PK1 application,
database, Web server,
Name & etc
Password password .
Client
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Diagram Discussion

= Thedashed arrows from the CA to various systems are intended to indicate out-of-band communication.
Information is sent to these servers via some non-real-time technique. In many cases, it ismanual. The
important point here isthat the CA service does not participate directly in operational security checking.

=  Thediagram showsone LDAP directory. In practice asingle logical directory isreplicated to improve
performance and reliability.

= TheLDAPdirectory ismore precisely an LDAP-accessible directory. The implementationisirrelevant. The
LDAP standards are silent on directory internals. Thus, the LDAP interfaces can be supported by a X.500-based
directory or some vendor-specific implementation. Many vendors use arelational database to store directory
information since databases are well suited to thistask and provide outstanding reliability and operational tools.

A key point of the diagram isthat PK| enabled applications and non-PK 1 applications (those using passwords) are
ableto leverage the sasmeinfrastructure. For reasons that will be discussed later, PKI-enabling all applications does
taketime. By using an LDAP accessible directory as a key part of the PKI infrastructure, all applications can benefit
from the information stored there. It isworth noting that password-based applications will benefit most from the
LDAP directory if they are able to use the directory as part of the authentication process. Indeed, many products
require this. To be useful for password-based authentication, the LDAP directory must store user passwords as
discussed earlier.

Another benefit of the proposed model isthat applications are benefiting from the centralized management of
security information. Thus, each application team does not have to develop and maintain its own database of
security information. More importantly, should a person’ s security rights change, only the central security directory
needs to be updated, rather than many databases maintained by different application teams.

Some have expressed the concern that storing information centrally potentially increases risk since al information
about auser isin one place. The concernislegitimate, but there are two alleviating factors. First, because the
information isin one place, potentially expensive safeguards may be justified to protect this one resource rather than
dispersing important information throughout the organization in an uncontrolled manner. Second, at atechnical
level, many LDAP accessible directories support automatic filtering of data based on the security rights of the
requester. As discussed earlier, thismakesit possibleto limit directory access based on the security needs of the
organization.

The most widely supported model of security is group-based access control. Virtually all commercial products that
support access control use this technique. The standard L DAP schemas support storing group information directly
using the groupOfNames attribute. Therefore, | strongly advocate using this model of security and, more
importantly, driving security decisions from group information®. | expect that applicationswill continue to store
ruleslocally until standards emerge to externalize rules as well. Of course, there may be some instances where the
group-based model is not sufficient. If that isthe case, LDAP directories can still be used for storage and retrieval
since the schemais extensible. However, commercial products will belesslikely to support non-standard techniques
of securing data. Y ou should be very cautious when choosing techniques that are less commonly supported and
ensure that the need istruly fundamental.

Conveniently, theinfrastructure proposed above is awidely supported model. Many products embrace it and can
even provide some degree of built-in security control using such an infrastructure. A number of products, with no
custom code development can secure access to resources (files, Web pages, servlets, EJBs, etc.) using either
password-based or certificate-based authentication and then using an LDAP directory for authorization information.
Enterprise application devel opers can then focus more on the business problem and less on writing endless lines of
complex security code. Of course, not all products meet the exact needs of every application. If custom devel opment
isrequired, there are well defined APIsin Java (the INDI API), C, and other languages for accessing an LDAP
directory.

® |f some more complex security technique is needed, such as multi-level access control, | still encourage the
implementersto use information that is already available in astandard LDAP schemato drive these more complex
rules. Thereason isthat complex access control applications and “normal” group-based access control can then
benefit from the same centrally managed information.
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8. Evaluation of Value

The model described in this document is my preferred approach to securing applications across the enterprise. The
table below details some of the advantages and disadvantages of this and some other approaches. Definitions of
terms used follow the table.

Advantages and Disadvantages today | LDAP | Certs | Certsw/ | OS DCE
aspart | only attribute | registry
of PKI certs

Advantages

Supported by many commercial products X

X
Based on open standards X X X X
Many commercial products can enforce X
authorization without any custom code

Security information is managed centrally

X
Supports certificates X X X X
Sensitive security information is protected X
by directory ACLs®

Developersjust do whatever is“ easiest” X

Systems using password authentication still X X X
benefit from security infrastructure

Operating systems can use as registry ’ X X X

Can easily update user X X
security/authorization information centrally

Disadvantages

Some group must manage central directory X X

Sensitiveinformation is available centrally X X X

User security/authorization information X X
must be entered into multiple databases

Each project team must manage own X X
registry

Users have to manage multiple certificates, X
or sensitive information may be
inappropriately shared.®

Operational systems depend on working X X
central infrastructure®

Options Definitions:
= Today — Thetypical state of affairstoday. Essentially, each project does whatever it deems reasonable. There
are probably hundreds of different user databasesin flat files, databases, operating systems, etc.

 Many LDAP directories are able to protect sensitive information by only providing it to requestors with a need to
know. Since attribute certificates are simply passive data structures, if they are used for security information, users
will either need one attribute certificate for every application, or sensitive information will be disclosed. For
example, auser may present her attribute certificate to an application that only needs to know some of the
information in the certificate.
" AlX 4.3.3 supports LDAP. Compag Unix isin the works and Windows 2000 uses an LDAP-based directory
gActive Directory) for the registry. Of course, like many Microsoft efforts, they have added proprietary extensions.

If acentralized directory is used and all applications require runtime access to it, the directory must always be
accessible. Thus, the network to the directory must be stable and reliable and the directory itself should be managed
asahighly available service.
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= Certificates — Thisrequires setting up a CA and Registration Authority (RA) to issue certificates for servers
and users. To betruly secure, users should also be issued smart-cards containing their private-keys. Therefore
all workstations must be equipped with compatible smart-card readers. There isno central directory of
authorization information. Applications would only have the information availablein the certificate. Typically,
thisis not sufficient, so applications would need an additional source of authorization information.

= Certificateswith attribute certificates — Like the previous, but add the concept of attribute certificates. These
certificates, also issued by atrusted CA contain the security information for each user. Thisinformation can be
used to make authorization decisions.

= LDAPaspart of PKI — Useacentrally managed LD AP accessible directory service for authorization and
authentication information. The use of LDAP will allow authentication via certificates and passwords as
appropriate. But, both techniques can still use the same authorization database (the LDAP accessible directory).

= OSRegistry—some commercia products (WebSphere Application Server for example) can authenticate users
against alocal OS registry and use groups from this for authorization.

=  DCE- usethe DCE environment to build applications.

0. Security and Delegation

In asecure distributed environment, delegation is often an important topic. In atypical system, thistype of
interaction is common:

Server 1 > Server 2

The client could be aWeb server, a standalone client, or even some automated system. Server 1 knowstheclient’s
identity and then must contact Server 2 on behalf of the client. There are three ways of achieving thisfrom a security
perspective:

1. Server 2simply trusts Server 1. Thus Server 1 can perform any action that any of its clients can perform.
This approach increases application complexity by forcing Server 1 to do all security checking and, more
importantly, increases the trust domain. If Server 1 iscompromised, sois Server 2.

2. Server 2 simply trusts Server 1, but does allow Server 1 to specify the identity of the Client. It isimportant
to realize that thisis not truly more secure since Server 1 could lie to Server 2. However, this does simplify
the development of Server 1 by allowing Server 2 to authorize access to its data based on the original
caler, freeing Server 1 from this burden.

3. Client securely delegates to Server 1 credentialsthat it can use to talk to Server 2. In this case secure
delegation is used, and Server 2 does not trust Server 1, but merely allowsit to act on behalf of the Client.
Appropriate security checks are done at each level based on the identity of the client. Thisisthe most
secure option.

Unfortunately, there are currently no popular standards for implementing secure del egation. DCE supported it, but
DCE isnot widely used. It islikely that astandard will emerge in the near future, possibly based on Kerberos. IBM
WebSphere Application Server currently supports secure delegation from server instance to server instanceviaa
proprietary mechanismknown as Lightweight Third-Party Authentication (LTPA). WebSphere Application Server
creates temporary secure tokens at atrusted security server that other WebSphere serverstrust. WebSphere
Application Server’s token-based delegation is very similar to techniques used by DCE and Kerberos.
Unfortunately, because the token isan IBM creation, the token cannot be used to securely delegate to a database or
other third-party products. That would require support from the database and an open standard.

10. Why Support Password Authentication?

Another major question that comes up frequently is why supporting password-based authentication is an important
criterion. The marketerstell usthat PKI is supposed to solve all of our problems. The reason issimple: there are
many gating factors slowing the move to an entirely PKI based authentication system. In addition to the usual
political and policy issues, there are these technical and deployment factors:
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Smart-card reader deployment and support
The roaming user problem

Secure delegation

Existing application upgrades.

Therest of this section discusses these i ssues.

10.1. Smart-Cards

In order to authenticate to aworkstation using certificates, all workstations must be equipped with smart-card
readers. Very few workstations have these readers today. Further, very few operating systems support certificate-
based login. Passwords will be needed here for years.

In order to authenticate to aremote application using certificates, the application must be PK1 enabled and the user’s
workstation must have access to the private-key. Thisrequiresthat the private-key be stored on the local file system,
or that the workstation supports a smart-card reader. If a smart-card reader is used, the client application must
support the smart-card reader. If the private-key is stored on thelocal file system, it is subject to compromise since
any user with access to that system can get to the key. Of course, the key is encrypted using a password, but relying
on password encryption resultsin security more like password based security with the additional problem that
private-key compromiseis harder to correct.’

10.2. Roaming Users

Roaming users that choose to access computing systems from more than one location must have their private-key
and certificate with them. Again, smart-cards solve this with the requirement that every workstation have areader. If
asmart-card is not available, roaming users must carry their private-key on afloppy disk or more frighteningly,
store them in a network accessible way (distributed file system, FTP site, LDAP directory). | leaveit to the reader to
consider the security risks of a private confidential key being accessible viathe network.

10.3. Delegation

To securely authenticate, the client in a PK1 system must have access to the user’ s private-key. This can be
problematic in the case of delegation. There are currently no widely supported ways of providing secure delegation,
although standards are being devel oped.

Users sometimes have to access “remote” systems from their primary workstation. To securely access the remote
system using PKI1, the remote access tools (TELNET, FTP, etc.) must be PK| enabled. Updating tools will take time,
assuming that it is possible. Moreover, after the user has accessed the target system, the user’ sprivate-key is no
longer available on that system. Thus, secure applications that require PK| authentication cannot be started from that
remote system. This last case may seem uncommon, but when a user starts an X-Windows session they are
performing an anal ogous operation. Also, administrators often perform actions like this when working on several
remote systems. This problem is closely related to the secure delegation problem.

10.4. Legacy
Lastly, few existing systems are PK| enabled. They will have to be modified or eliminated over time. Given the
lifetime of software and technical barriersto PKI support, thiswill take avery long time.

Of course, al of these problems have technical solutions and will likely be solved. However, it islikely to be years
before a perfectly seamless PK1 environment can completely eliminate the use of passwords. Complete PKI based

® I apassword is compromised, the user simply changes their password. If a private-key is compromised, the user
must request a new certificate and private-key from the CA and the existing certificate must be revoked. All
applications that trust that certificate must be checking for an updated CRL. Additionally, if the certificate's
associated private- key was used for encrypting permanent data, the old private-key must be preserved or the
existing data must be decrypted using the old private-key and then encry pted using the new private-key.
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authentication systems are technically stronger than password based systemswhen implemented fully (including
smart-cards) and should be pursued, but one must be realistic regarding the timeframes.

By supporting password based authentication against the same infrastructure used by the PKI environment,
applications and systems that are not PK1 enabled can still benefit from the substantial advantages of a centrally
managed security directory. Many vendors are aggressively integrating their products with LDAP.

11. Policy-Based Security Tools

Policy-based tools typically provide a set of application APIsand a set of central serversthat implement security
policies based on some rules engine. Rather than each individual server making security decisions based on security
information acquired centrally, the servers contact the policy servers and ask if a particular user is authorized to
perform aparticular action. Thistechnique is advantageous for several reasons:

Security policy tools often allow for complex security rules. For instance, it might be possible to alow
certain users access to certain data only during business hours.

For custom:built applications that must hand code authorization, a security policy tool freesthe developers
from having to develop this code. The server developersinsert asmall number of API callsto the central
policy serversthat do most of the work.

The policy tools often include GUI tools that make it easier to specify and understand policies. In general, |
advocate the use of such tools. IBM provides an excellent product for policy management: SecureWay
Policy Director.

Today, the area of policy-based security isvery immature and is not yet widely supported. This area even lacks
widely supported standards-based APIs'®. More importantly, many commercial products already have some level of
built in authorization (Oracle, DB2, WebSphere Application Server, WebL ogic, Netscape, Apache, etc). In order for
those product to leverage a central policy management tool, the policy tool provider will either have to develop
customized support plug-insfor each product, or the product vendor will need to add specific support for third-party
policy tools. Dueto theimmaturity in this space, all products will not support any particular policy tool for some
time.

Therefore, it isnot appropriate for an entire organization to try to solve the security authorization problem by
requiring the use of a single policy management tool. Rather, the organization must provide a compl ete central
security infrastructure, consisting of certificate authorities and LDAP accessible directories. Then, additional policy-
based authorization tools can be added that |everage this infrastructure. Applications that are able to take advantage
of the policy tools can do so. Other applications can still leverage the core security infrastructure.

12. Conclusion

Application security is alarge and complex topic. This document explains some of the basic facets of securing
applications using modern techniques. More specificaly, it showsthe core role of an enterprise directory, an LDAP
accessible directory. The use of an LDAP directory as part of acorporate PK| is desirable given its commercial
viability and the problems that it solves. Within aso-called “pure” PKI environment, an LDAP directory is
extremely valuable. In arealistic environment where password-based authentication must still be supported, an
LDAP directory provides even more value. LDAP directories should be deployed as part of a corporate PKI. Such
an environment will provide amore complete solution for securing realistic applications than a certificate authority
alone.

101BM submitted its SecureWay Policy Director APIsfor fast track standardization by the Open Group and the AP
has been accepted.
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APPENDIX

These appendices are intended to provide some more detail ed technical information on securing enterprise systems
aswell as pointersto moreinformation. They are not intended to be a complete tutorial on these issues, but will
hopefully get you started.

Appendix A: Configuration Details for IBM HTTP Server (V1.3.6.%)

First, akey databasefor certificates must be created to enable SSL.

1. Ensurethat you installed the IBM GSK toolkit. Thetoolkit isincluded in the HT TP distribution.

2. RuntheIBM ikeyman tool. The executable may be namedikeyman or ikmgui.

3. Select Key Database=>File=>New to create a new database. Create a CM S key database. Choose an appropriate
name and specify the password for the stash file. The HT TP server uses the password stored in the stash file to
access the key database. Thisfilewill be placed in the same directory as the key database.

4. Import into the key database the certificate of the CA used by your users. In the content panel, select Signer
Certificates and then click Add. If you are going to use a popular public CA, its certificate may aready bein the
database.

5. Now, create a certificate request by selecting Create=>New Certificate Request. Specify thefield information as
discussed earlier. Therequest is stored in atext file as ASCII. Send thefileto your CA appropriately. Often, it
issent viae-mall.

6. Inthe content panel, select Personal Certificate Requests. Y ou should see your request recorded there.

7.  When you receive the certificate from your CA, add it to the key database. In the content pane, select Personal
Certificates and then choose Receive. Specify the name of the response file here.

At this point, your server hasits certificate and the certificate of a CA that provides certificatesto clients. This
process ensures bi-directional authentication when using certificate authentication. Clients that do not choose to
authenticate via certificates still benefit from your server having one because certificates make SSL communication
possible and ensure that clients can identify the server.

Now, using the administrative Web server, enable SSL and Certificate authentication:

1. Start the HTTP admin server if you haven't already done so. On NT, itisaservice. On Unix, usethe

<install>/bin/fadminctl command. Before starting it on either platform for the first time, make sure you specify

an admin password using <install>/bin/htpasswd and put it in <install>/conf/admin.passwd.

Connect to the administration Web server using your Web browser.

3. Choose Basic Settings/M odul e Sequence. Then, select add to add the “ibm_ssl” module. Don’t forget to click
submit.

4. Choose Security=>Server Security and select Enable SSL. Specify the name of the key database you created
earlier using ikeyman.

5. Choose Basic Settings=>Advanced Properties and add port 443 as an additional listening port for the Web
server. The https protocol uses 443 by default.

N

SSL isnow enabled. Clientswill be able to determine the server’ sidentity and client’ s can be challenged to provide
their identity viaa certificate or basi c-authentication, but the server has no way of verifying their authorization.

Finally, enable L DAP:

1. Startthe HTTP admin server if it isnot already running.

2. Connect to the administration Web server using your Web browser. Thisis done by connecting to the target
Web server host on a special administration port. Refer to the IBM HTTP documentation for details.

3. Loadthemodule“ibm_ldap” by choosing Basic Settings=>M odule Sequence.

4. Create ascope for authorization by selecting Configuration Structure=>Create Scope. Most likely, you'll create
adirectory scope. Make this the current scope by clicking on the scope button.

5. Create anldap.propfile specifying LDAP info. Go to the <install>/conf directory and copy the sample
Idap.prop.samplefile to the name Idap.prop. Examine the file and edit appropriately. Most likely, you will
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have to specify the URL for your LDAP directory. The examplefile at the end of this section configures LDAP
security to support certificates and basic authentication.

6. Returnto the adminWeb interface. Set security in the current scope by selecting A ccess Permissions=>General
Access. Select LDAP and specify the location of the ldap.propfile you just created. Specify an appropriate
realm name that is meaningful to you. A browser user will be prompted with this name.

7. Restart the Web server. LDAPisnow enabled.

Tips

= You must hand edit the <install>/conf/httpd.conf file to specify the groups & usersthat can access directories.
Y ou will use the new LDAPRequiredirectives as shown below.

= You can chooseto only enable LDAP. It does not require SSL, but then client communication (including
passwords would be insecure).

Configuring LDAP Queriestouse SSL for Secure Transport

To ensure that user passwords and other security information are not compromised on the network, the LDAP client

can be configured to use SSL viathe Idap.propfile. Here are the steps:

1. Ensurethat your LDAP server is configured to accept SSL connections.

2. Create akey database using the ikeyman tool for use with the LDAP SSL connections. If your Web server is
already configured to use SSL, you can use the same key database. The key database file must contain the
certificate for the CA that signsthe LDAP server’s certificate. It can optionally contain the private-key and
certificate for the Web server.

3. Placeinto apassword stash file the password for the key database. Use the Idapstash program that is part of the
HTTP Server to create the stash file (./Idapstash <password> <stash file>). Note: the stash file created by
ikeyman will not work.

4. Edittheldap.propfile asfollows:
= Changeldap.transportto‘SSL’
=  Change the existing ldap.URL to add a‘:636’ asthetarget port. LDAP SSL listens on adifferent port from

standard LDAP.
= Put the name of the key database on the Idap.key.fileName property and the stash file on the
Idap.key.filepassword.stashFile.
5. If theWeb server isto authenticate to the LDAP server, update some additional properties. Otherwise,
anonymous access will be used.
=  To use password-based authentication to the LDAP server, change the value of Idap.application.authType
to ‘basic’ and update Idap.application.DN and Idap.application.password appropriately.

= Tosupport certificate-based authentication to the LDAP server, change the value of
Idap.application.authType to ‘ cert’ and add the name of the certificate that the LDAP client should use
for authentication to the Idap.key.label property.

Her e are excerptsfrom the two configuration files after enabling SSL and L DAP:

<install>/conf/ldap.prop file
| dap. URL=I dap:// anl dap. bi gCor p. com o=bi gCor p. com
| dap. user. aut hType=Basi cl f NoCer t
| dap. user. nane. filter=(&objectcl ass=person) (ui d=%1))
| dap.user.cert.filter=(& objectclass=person)(cn=%1))
| dap. group. nane. filter=(& cn=%1) (| (obj ectcl ass=gr oupof nanes) (obj ect cl ass
=gr oupof uni quenanes)))

In general, you won’'t have to do much editing to the Idap.propfile. In the simplest case, you will just specify the
URL of your |dap server and the authType. In this example, specifying “BasiclfNoCert” meanstry certificatesfirst,
and then fall back to basic/password authentication if certificates fail. Depending on your environment, you may
also have to modify the search rules (as shown above). The lines above are the only lines | edited.
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If you need to match on more complex parts of the certificate, ook at the sample Idap.propfile. Y ou can use the
subject or issuer’ s common name, organizational unit, organization, country, and state. The subject’s serial number
can also be used.

<install>/conf/httpd.conf file
<Directory /usr/HTTPServer/htdocs/restricted>
Al'l owOverride None

Aut hNane "Secur eWay LDAP Real ni
Aut hType Basi c
Requi re val i d- user

#enforce security

LDAPRequi re group apacheRestrictedAccess
LdapConfigFil e "/usr/HITTPServer/conf/I| dap. prop”
</Directory>

The above excerpt secures asingle directory. In general, the directives are very similar to other HTTP security
configuration except for the new L dapConfigFiledirective and the use of L DAPRequirein place of Require.

Appendix B: Configuration Details for Netscape Web Server (V3.6)
Using aWeb browser, connect to the Netscape administrative server (see Netscape documents for details).

To configure LDAP:

1. Inthe Global Settings section of the administrative interface specify that Netscape should use an LDAP
directory. Specify the hostname of your LDAP directory and the base DN of the directory. Optionally, specify
theuse of SSL.

2. You can examine the Netscape directory configuration files. They are <install>/admin-ser v/config/dsgw* .
The defaults may be sufficient.

To Configure SSL/Certificate Authentication:

1. Outside of Netscape, use the key pair generation program in <install>/bin/admin/bin. Run sec-k ey and follow
the prompts to create akey pair filefor later use. The alias you specified will be used again within Netscape.

2. Using the Web administrative interface, choose the Keysand Certificates section.

3. Select Ingtall Certificate and import your chosen CA’s certificate. To do this, specify that the certificateisfor a
“Trusted Certificate Authority,” provide a name for the certificate and specify thefile that contains the
certificate. In the alias section, select an alias that you created earlier. Keep in mind, that if you will be using a
well-known CA, thereis a chance that the certificate will already be available.

4. Select Request a Certificate and send it to your CA. Usethe aliasfrom earlier. The information you fill in
depends on your CA, so you should contact them. If the CA is accessible viae-mail, you can specify the e-mail
address here. Make sure e-mail is configured to work correctly from your Web server. If it is not, the message
will not be sent. In that case, save the request to afile and then send it to your CA manually.

5. When you get the (often viae-mail), put it in afile and import it into Netscape using the administrative tool by
selecting Install Certificate. Thistime, choosing This Server.

6. Atthispoint, your Web server has the certificate for the CA that your clients use and can thus verify their
certificates, and it hasits own certificate so clients can trust it.

7. Now, you must teach Netscape how to map certificatesinto the LDAP directory. Given acertificate, it needsto
know what fields should be used to search the directory. To do this, edit the <install>/user db/certmap.conf
file. In the simplest case, you use one default search rule. Thus, you probably have to edit only the DNComps
& Filter Comps values. DNComps specifies the base DN for searching while Filter Comps specifiesthe
attributes to search with. The attributes are taken from the certificate. See the sample at the end of this section.

Tosecurea specific directory:

1. Using the administrative interface again, select Restrict Access=>Directory.

2. Select adirectory you want to secure.

3. Addanew ACL and specify use LDAP Registry. If you want to use SSL, click the SSL box.
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4. Watch the order on the ACL entries. Depending on your configuration, the order of allow and deny entries
makes a difference. If things don’t work how you expect, try moving the entries around (or learn what the
ordering means).

Notes:

= You can examine the generated security files (which can be hand edited) in<install>/httpacl.

=  For more details on the certificate mapping see the Netscape Server Administrative Guide.

= UnlikewithIBM HTTP, | was not able to determine how to configure the Web server to fall back to basic
authentication if the certificate is not accepted.

Hereare excer ptsfrom the user db/certmap.conf configuration file after enabling SSL and L DAP:

#specify only one mappi ng, the default mapping

Certmap default default

#by | eaving this blank, this says, “search entire tree”
defaul t: DNConps

#search & match only on cn fromcertificate
default:FilterComps cn

Appendix C: Configuration Details for IBM WebSphere Application
Server Advanced Edition (V3.0.2 and V3.5)

To configure security with WebSphere Application Server, simply:

1. Install WebSphere Application Server following the normal installation documentation. Essentially, you will
install WebSphere Application Server using theinstall GUI, configure an administrative database, and then start
WebSphere Application Server for thefirst time.

2. First, verify that theinstall is okay. The best way to do thisisto start the administrative GUI, start the default
server, and then test some of the samples as described in the documentation.

3. Toenable security, use the Tasks tab in the administration GUI. Then, select configure global security settings,
and start the task (click onthe green light). In V3.5, aTask menu has replaced the tasks tab.

4. Inthefirst tab, select the check box for enabling security. Skip the second tab.

5. Inthethird tab (authentication mechanisms), select LTPA. LTPA isrequired for the use of LDAP.

6. Inthefourthtab (User Registry), you should observe that LDAP isthe current registry. Now,

1. Specify for the security server ID and password a username and password of your choosing. Y ou can
think of thisas being like “root” for WebSphere. Thisid must bein the LDAP registry. Theid you specify
here is the short name, not the fully qualified DN. For example, specify “webs’, not
“o=ibm.com,uid=webs’. Also note that WebSphere Application Server stores this username and password
in aproperty file. Since thisidentity has nothing to do with the operating system, | strongly recommend
against using the operating system root id.

2. Select the directory type. Thisisahint to WebSphere Application Server indicating what query strings
should be used. If your directory is not listed, or you have unusual schemas, choose custom and specify
appropriate query strings. Seethe LDAP section for details.

3. Specify the host (IP or DNS name) for the LDAP directory. Specify the port if it isn’t using the standard
LDAP port (port 389).

4. Since most LDAP directories can hold more than one tree of data, you must specify the Base
Distinguished Name. Thisisjust the root of your tree. Y our LDAP administrator should be able to provide
this name. It isthe base part of other distinguished names. In many cases, it is some form of the company
or organization name. Often, the base di stinguished name corresponds with the suffixes that the LDAP
directory contains.

5. If attributes that WebSphere Application Server needs to access are not publicly searchable, you may need
to specify the Bind DN and passwor d. Thisis how WebSphere Application Server authenticates to the
directory.

6. If theinformation being sent over the network is sensitive, select use SSL. If you are allowing password-
based authentication, selecting SSL protects user passwords from disclosure.

7. Click Finish.
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7. Restart the entire WebSphere Application Server environment. Simply select Restart from the topology view
on the WebSphere Application Server domain.

8.  When the admin server restarts, reconnect using the adnin GUI. When prompted for your username and
password supply the security server identity you specified earlier. After connecting to WebSphere Application
Server, you can give other users admin access by using the Assign Per missions task and editing the
AdminApplication permissions.

SSL

There is no need to specifically configure SSL with WebSphere Application Server asit supportsinternal SSL
connections natively. It isworth noting that SSL connections viathe Web are actually the responsibility of the Web
server. |If you do choose to connect to the Web server using SSL (following the previous instructions), you must add
an aliasto the virtual hosts that WebSphere Application Server supports. In the Topology view, select the virtual
host (probably default_host), click Advanced, and add aliases with port 443 (the SSL port). Thiswill enable the

servlet part of WebSphere Application Server to recognize requests on the new port.

When you configure security, there is acheckbox for SSL from client to Web ser ver. Check it to make SSL
mandatory and not optional.

Certificate Authentication
WebSphere Application Server 3.0.2.x does not support certificate-based client authentication. WebSphere
Application Server 3.5 does. Refer to the WebSphere 3.5 documentation for configuration details.

Appendix D: Configuration Details for IBM SecureWay LDAP Directory

(V3.1.1.1)

Most of the LDAP installation processis automated, but here is arough outline of the key steps:

1. Install DB2, but do not bother creating a DB2 instance or database for LDAP.

2. Install one of the following Web servers. IBM HTTP, Apache, Netscape, or |IS.

3. Install the|IBM SecureWay LDAP binaries using the OS specific installer.

4. Run the SecureWay Directory Configuration Tool. On NT, this can be selected from the menu. On Unix, run
/usr/Idap/bin/ldapxcfg (this requires an X display). Y ou will need to run the tool as a privileged user that can
create new DB2 instances.

5. The configuration tool will ask you a series of questions. Y ou should accept the default choice for all of them

unless you see a problem. Make sure you remember the administrator password and DN.

Select Configure. At this point, the tool will take several minutesto create a DB2 instance, start the instance,

and populate databasesinit.

Start the HTTP server. The LDAP install created anew alias“/Idap” for LDAP administration.

Connect to the HTTP server using aWeb browser, by connecting to the URL.: http://<host>/Idap.

Y ou will be prompted to login. Enter the DN and password you specified during the install.

0. Choose the suffixes option and select add suffixes. Here, add the root suffix for your naming tree. Each LDAP
directory server can have more than one root (depending on what data it maintains). This suffix should bein
appropriate syntax and unique. For example, “c=us, o=ibm” is one possibility.

11. Restart the LDAP server by selecting Server, and then startup/shutdown.

12. Now, you can use the Directory Management Tool (DMT). On NT, start it from the startup menu, on Unix, run

{usr/ldap/bin/dmt. It is an X-Windows program.

13. Log in asthe administrator. Select Server=>Rebind and specify theid you used earlier.

14. Immediately, create some object that maps to your suffix. For example, if you created the suffix suggested
earlier, usethe DMT tool to create the organization c=us,o=ibm. Select Entries=>Add entry. Then, specify the
entry name asthe RDN (there is no parent) and select Organization (assuming it is c=us,0=ibm).

o

= oo N

At this point, you have completed the basics of configuring the LDAP directory. Now, you must create entries for
users and groups. Needless to say, thisis very specific to your business.

If you are attempting to develop an enterprise wide LDAP directory, | recommend that you obtain consulting
expertise and read the LDAP book mentioned in the reference section.
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Notes:

= Neither the LDAP server nor DB2 are configured by default to restart on boot. On NT, you can update the
serviceto do this. On Unix, you will need to create a script that isrun at boot. To start the LDAP daemon,
simply execute /usr/Idap/bin/dapd asroot. To start DB2, you should run the /etc/rc.db2 script. That script
starts all auto-start instances. Use db2iset DB2AUTOSTART=TRUE to define an instance as auto-start.

" The LDAP server outputs debug information to/tmp/dapd.errors and sometimes/tmp/cli.error .

Toenable SSL security for LDAP clients:

1. UsethelBM ikeyman utility to create a key database. Follow the instructionsin the configuring the IBM HTTP
Server.

2. Using the Web administrative interface, select Server=>SSL. Then, click on SSL On and specify thefile
location of the key database you just created.

3. Restartthe LDAP server. If there are problems check the logs carefully and verify the key database file name.
The Web administrative tool and the LDAP server itself use different mechanismsto find the key databasefile.
In some cases, the filename will turn out not to be valid.

Appendix E: Oracle Database (V8.1.6)

Oracle added support for LDAPin version 8.1.6. This support provides for schemaless user authentication to the
database using information obtained from a central LDAP directory. However, this support is only for Oracle’s
Network Directory and Microsoft’ s Active Directory. The LDAP protocols are well specified and the ability to
extend an LDAP schemaiswidely supported, so it is unclear if thislimitation is merely atemporary condition or an
indication of some fundamental issue.

Notes:

= Oracle 8.2 will add support for Netscape's LDAP directory.

=  Oracle Advanced Security Option isrequired for the use of an LDAP directory.

= Oracle has an additional component called “ Secure Access’ that provides for more elaborate security on
database information than the core product. It provides for multi-level security. This product is not currently
LDAP enabled.

Appendix F: Acquiring Group Information Using LDAP

This sample Java program uses JNDI to query an LDAP compliant directory for group information. Notice that it
first convertsthe user’suid into aDN and then queries for groupOfNames objects containing that member.

i mport java.util.StringTokeni zer;
i mport java.util.Properties;

i nport javax. naning. *;

i mport javax.nam ng.directory.*;

/*
LDAP Java programto fetch groups by uid and output
by Keys Botzum | BM Transarc, January 2000
This code works, but error handling is linmted. If something
unexpect ed happens, a cryptic exception will be raised by the Java
runtinme. You'll probably need a progranmer to figure out what

happened.

Requi rement s:
1) JNDI cl asses and an LDAP provider classes nmust be in
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your cl asspath. The LDAP provider classes are part of |BM SecureWay
LDAP in <ROOT>/lib/ibnjndi.jar. |1BMs WebSphere Application Server

i ncludes an inplementation of JNDI. It is in <ROOT>/lib/ujc.jar.
So, for this to work for ne, | did this:
export

CLASSPATH=$CLASSPATH: / usr/ | dap/1ib/ibnjndi.jar:/usr/WebSphere/ AppSer
ver/lib/ujc.jar.

2) The file |dapgroups. properties nust be in the current working
directory. It assumes the file is right there.

*/

class | dapgroups {

/*

Fetch an existing entry fromthe LDAP directory. Search based on
ui d.
*/
public static Nam ngEnuneration fetchG oups(Properties props, String
ui d)

throws Exception {

/lget fields | need fromthe properties file
String basedn = props. get Property("basedn");

Di rContext ctx = new Initial DirContext(props);

/1 1) find conplete DN for principle in question
// Query ldap directory for dn.

String dn;

{
SearchControls control = new SearchControl s();
control . set SearchScope( Sear chCont r ol s. SUBTREE_SCOPE) ;
String fetch[] = { "dn" };
control .setReturningAttributes( fetch );

/lsearch for entry.
/11 ooking for entries w matching uid starting from basedn
String queryString =
"(uid="
+uid +
")
Nam ngEnuneration results =

ct x. search(basedn, queryString, control);

/1 get the matching result.

/I Having found relative dn, |I'll need to add on basedn.

if (results.hasMre()) {
SearchResult sr = (SearchResult) results. nextEl ement();
dn = sr.get Name();

//since dn is relative to basedn, nust tack on basedn
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dn += ", ";

dn += basedn;
} else {

t hrow new Exception("No matching uid found");
}

/[1if the uid is not unique we've got problens
/1l (nmore than one el enent).
if (results.hasMre()) {

t hrow new Exception("uid is not unique");
}

}
/1 2) having found DN, find groups

/I control how search done & what is returned
SearchControls control = new SearchControl s();
control . set Sear chScope( Sear chCont r ol s. SUBTREE_SCOPE) ;
String fetch[] = { "cn" };

control .setReturningAttributes( fetch );

System out. println("basedn = " + basedn);
//search for entry.
/11 ooking for entries w natching dn starting from basedn
String queryString =

"(menmber ="

+ dn +
/1 should you choose to acquire only groupOf Nanes objects (as
/! opposed to any grouping object), add this to the query:
/1 ") (objectclass=groupCf Nanes))", control);
Systemout.println("queryString =" + queryString);
Nam ngEnuneration results =

ct x. search(basedn, queryString, control);

return results;

}

| *
*/

public static void main(String[] args) {

try {
String uid;

try {
uid = args[0];

} catch (Exception e) {
Systemerr.println("Usage: java |dapgroups <uid>");
return;

}

java.io. FilelnputStream stream =
new java.io. Fil el nput Streanm("| dapgroups. properties");
Properties props = new Properties();
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props. | oad(stream;
Nam ngEnuneration results = fetchG oups(props, uid);

Systemout.print("Goups: ");
if (results.hasMre()) {

System out . print(
((SearchResult) results. nextEl ement()).getNanme());

} else {
System out . print ("NONE");
}
while (results. hasMore()) {
Systemout.print(", ");
System out . print(
((SearchResult) results. nextEl ement()).getNanme());
}

System out. println();

} catch (Exception e) {
System out. println("Lookup failed: " + e.toString());

e.printStackTrace();

The associated propertiesfile:

#These properties are used by the |dapgroup cl ass

#new

j ava.
j ava.
j ava.
j ava.

nam ng. factory.initial=comibmjndi.LDAPCt xFactory
namni ng. provi der. url =l dap:/ /1 ocal host

nami ng. security. princi pal =cn=r oot

nam ng. security.credential s=root

basedn=o0=nyr oot
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References: Relevant RFCs, Drafts, Java Standards, References, etc.

PKIX and LDAP IETF RFCsand Drafts.

- |ETFRFC 2459 - Internet X.509 Public-Key Infrastructure: Certificate and CRL Profile. Includes a discussion
of the format and contents of an X.509V 3 certificate.

- |ETFRFC 2527 - Internet X.509 Public-Key Infrastructure: Certificate Policy and Certification Practices
Framework

- |ETF DRAFT draft-ietf-pkix-roadmap - Internet X.509 Public-Key Infrastructure: PK1X Roadmap

- |ETF DRAFT draft-ietf-pkix-ldap-v3 - Internet X.509 Public-Key Infrastructure: Operational Protocols-
LDAPv3

- |ETFRFC 2254 - The String Representation of LDAP Search Filters

- IETFRFC 1778 - The String Representation of Standard Attribute Syntaxes

- IETFRFC 2253 - Lightweight Directory Access Protocol (v3): UTF-8 String Representation of Distinguished
Names

- |IETFRFC 2252 - Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions

- |ETFRCF 2251 - Lightweight Directory Access Protocol (v3)

- |ETFRFC 2559 - Internet X.509 Public-Key Infrastructure: Operational Protocols- LDAPv2

- |IETFRFC2255- The LDAP URL Format

IETF RFCs and Drafts can be found at http://www.ietf.org/.
The Common Data Security Architecture (CDSA) is documented at http://www.cdsasecurity.cony.

Java Standards

- REE-overall specification for “enterprise” Java environment

- JAAS- API for accessing security information

- JDK 1l.2java.security package — includes certificate and basic security APIs. JAAS builds on this.

- JINDI — preferred Javainterface for directory access. LDAP modules are common.

- EB-whilethisisn't security specific, the EJB specification explains how to secure Enterprise Java Beans.

Java information can be found at http://java.sun.com

Relevant IBM Products

- IBM SecureWay LDAP Server supports LDAP V3, including SSL connections.

- IBM WebSphere Application Server is aJava Application Server supporting servlets, EJBs (Advanced Edition
only), XML, etc. For security, it supports L DA P authentication/authorization with basic-authentication and
certificates.

- IBM SecureWay Trust Authority is a Certificate Authority (CA) solution that includes a Registration Authority
(RA), management tools, and hardware based cryptographic storage.

- IBM HTTP Server isaWeb server that supports LDAP and SSL. It is based on Apache and adds LDAP, SSL,
and afew other items.

- IBM Palicy Director is a policy management tool that works with LDAP and a PK1 infrastructure to provide
centrally managed policy-based access control.

- IBM KeyWorksisaprogramming toolkit that provides an implementation of the industry standard CDSA APIs
for managing PK| authentication and certificates.

IBM Software information can be found at http://www.software.ibm.com

Books & Articles:

- Understanding and Deploying LDAP Directory Services, Howes, Smith, and Good, Macmillan Technical
Publishing, ISBN 1-57870-070-1.

- IBM Redbook: Understanding LDAP, SG-244986, June 1998. A good high-level overview of LDAP with some
technical details on configuration.

- IBM Redbook: LDAP Implementation Cookbook, SG-245110, June 1999. Another LDAP redbook. Focuses
more on implementation details and covers SecureWay LDAP V3.1
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- IBM Redbook: Java2 Network Security, SG-242109. Provides an excellent discussion of Java 2 security issues

and some discussion of PKI issues.
- LDAP and JNDI: Together Forever, March JavaWorld article. http://www.javaworld.com/javaworld/jw-03-

2000/jw-0324-dap.html

IBM Redbooks can be found at http://www.redbooks.ibm.com and internally at http://w3.itso.ibm.com/redbooks/.
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